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Current Reporting mechanisms

VICTIMS 3RD pParty organizations IT intermediaries
To LEA's and on /V_aﬁona/ (.;yber Crime To LEA's and on I\!ational Cyber Crime only to NCMEC (private U.S based
Reporting Porta Reporting Portal NGO), no reporting to Indian LEA's or
(Can report anonymously) (Can report anonymously) frameworks
- Content so reported can also be taken (Just right for children alliance and anr Vs S.. Harish
down /bIocked through Sah\ /0g Portal and ors judgement has mandated reporting to

Indian SPJU’s as well)



Indian statutory
frameworks

a) Bhartiya Nyaya Sanhita (BNS)

b)

c)

d)

e Section 65: Abuse of a woman below 16 / girl victim below 12

e Section 70 - Gang rape of a girl below 18 years of age

e Secs 75,77,78,79: Sexual harassment, voyeurism, stalking (graded punishments).
e Section 356: Deals with defamation, including online defamation.

e Section 351: Addresses criminal intimidation through anonymous communication.

The Information Technology Act, 2000 includes provisions to address cybercrimes against
women and children:

« Section 66C: Addresses identity theft, with penalties of up to three years in prison and fines.

+ Section 66E: Covers privacy violations through unauthorized capturing or transmitting images,
punishable by up to three years in prison or fines.

+ Section 67 and 67A: Deal with the transmission of obscene and sexually explicit content, imposing
imprisonment and fines for offenders

+ Sec 67B - Punishment for publishing or transmitting of material depicting children in sexually explicit
act, etc., in electronic form.

Section Sec 11-16, 19-20 of the Protection of Children from Sexual Offences Act, 2012

(POCSO0) - Address online child sexual abuse, grooming, and reporting obligations

Indecent Representation of Women (Prohibition) Act, 1986- Prohibits depiction of women in an
indecent manner across electronic and digital platforms




International Framework

Un Convention on Cybercrime

« Article 14. Offences related to online child sexual
abuse or child sexual exploitation material.

« Article 15. Solicitation or grooming for the purpose
of committing a sexual offence against a child
[agreed ad referendum] .

« Article 16. Non-consensual dissemination of
intimate images of children below the age of 18
years.

« Article 53. Preventive Measures - - Each State
Party shall take appropriate measures, within its
means and in accordance with fundamental
principles of its domestic law, to promote the active
participation of relevant individuals and entities
outside the public sector..... as well as making efforts
to ensure the swift removal of child sexual abuse
and child sexual exploitation material;






Online Crime Against Women and Children Centre

OCWC Complaints & FIRs - INDIA
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Online Crime Against Children (Tipline) Centre

NCEMC Tipline with FIR statistics - Jharkhand
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OCWC NCRP Complaint Statistics — Jharkhand
15t January to 315t December 2025

1. TOTAL COMPLAINTS

2. STATUS OF COMPLAINTS

Anonymous Report & Status Anonymous Report &

. Track Track

1 CSEAM - 213 38 Under Process 18 07

2 Rape/Gang Rape (RGR)- 141 44 Closed 0 0
3 Sexually Explicit Act 245 93 Registered 1143 370

4 Sexually Obscene material 562 202 Rejected 0 0

Total 1161 377 FIR Registered 0 0
Grand Total 1538 Total 1161 377

3. TOP HOTSPOT DISTRICT Grand Total 1538
5. TYPE OF COMPLAINTS
e o S.N. _Type of Complaint | Complaint |
S No. District Complaints S No. District Complaints Type Complamt Complalnt

1__|RANCHI 274 1 |RANCHI 101 1 Blackmailing 329
2  |JAMSHEDPUR 205 2  |JAMSHEDPUR 56 2 CSEAM 251
3 |DHANBAD 137 3 |DHANBAD 50 3 Loan Harassment 82
s harmencs 5 Tooumonns o 4_Sexual Harassment 29
6 |DEOGHAR 53 6 |HAZARIBAGH 19 5 Al Generated 24
7 |PALAMAU 46 7  |GIRIDIH 13 6 Rape Threats 17
8 |GIRIDIH 41 8 |DEOGHAR 12 7 Impersonation 12
9 |SAHEBGANJ 25 9 |CHAIBASA 10 8 Sextortion 08
10 |RAMGARH 24 10 |SARAIKELA 9 9 Gaming 03












NHRC Advisory (2023) on CSEAM: Key Highlights

Legal Reform:

Replace term "Child
Pornography" with
"CSEAM", broaden
intermediary definitions,
adopt UN Convention
against cybercrime.

Platform Regulation:

Mandate tech-based CSEAM
detection, 6-hour takedown
rule, enforce KYC & data
sharing.

Investigation Support:

Form specialized police
units, create national
CSEAM database, enhance
forensic capacity.

Awareness & Victim Aid:

Train LEAs, run public
awareness drives, integrate
cyber safety in schools,
offer victim support.




SC POCSO Judgement POCSO and CSEAM : Just Rights For Children
Alliance & Anr Versus S. Harish & ORS dtd 23.09.24

The intermediaries should be made more accountable of
CSEAM content on their platforms.

They should mandatorily flag such content and take efforts on
pulling down such content — proactively as well as on the
information given by LEAs.

They should report this content to local LEAs, Special Police
Juvenile Units, cybercrime portal for taking necessary
enforcement action.

The report to local LEAs, SPJUs, cybercrime portal by
Intermediaries shall include the details of the device in which
such pornographic content was noticed and the suspected
device from which such content was received.
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2025 SNAPSHOT

Tiplines on NCRP - 5442
FIRs - 594
















Sample Complaint - 01

Nature of Complaint: Blackmailing / Sextortion




Sample Complaint - 02

Nature of Complaint: CSEAM Information




Case Study: 01

Report Name: Intelligence Report on hotpic.one website Hosting Child Sexual Exploitative and Abuse Material (CSEAM)

Ack. No. 13405250000369

Category: Sexuadlly Olbscene
material

Date of Complaint: 23/05/2025
Status: Under Process
Shared With: Jharkhand Police

Findings: 02 telegram sellers of
CSEAM and 02 UPI IDs

Action by State: 02 accused
arrested by Jharkhand Police







PRACTICES IN STATES

KERALA

» Counter child sexual
exploitation center

* P HUNT operations & VIDTF

* Use of tools for CSEAM
Identification across platforms

Punjab

* Educated Teachers from 3,968
Government High Schools on
their role to ensure the safety of
school children in the digital
space.

TELANGANA

« More than 821 FIRs
registered this year

« Use of specialised tools
for cyber patrolling for
CSEAM

DELHI

* Action against repeat
offenders and content
creators based on 14C
Intel



Current Challenges on

Online Crimes against Women and Children
000



Setting up dedicated OCWC units at state HQ — Proposed sub Units

Strengthen 1930 call centres to accept OCWC complaints by dedicated, well
trained personnel.

Role of Judicial wing: Appraise the prosecution wings of such cases— and to
appreciate the evidence in such matters — and to timely prosecute such cases —
63(4) BSA certificates — forensic medical board for age of child determination

Master Trainers — Capacity building in a more focused approach to create a
Task Force for operations and investigations -Use of Forensic tools and
expertise for investigation.

Focused attention on timely blocking/take down of content/data
preservation/data request through Sahyog.

Section 28 of POCSO - (3) The Special Court constituted under this Act,
notwithstanding anything in the Information Technology Act, 2000 (21 of
2000)shall have jurisdiction to try offences under section 67B of that Act in so
far as it relates to publication or transmission of sexually explicit material
depicting children in any act, or conduct or manner or facilitates abuse of
children online.
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In a Landmark Verdict POCSO Court Sentences Two Child Predators to
Death for Heinous Abuse of 33 Minor Children

Dated: 20.02.2026

The Court of the Special Judge, POCS0 Cases, Banda, Uttar Pradesh, today, i.e., on 20.02.2026, has
sentenced two accused namely, Rambhawan and his wife Durgawati to Death for the various offences
under Indian Penal Code and POCS0O Act including Unnatural Offences, Aggravated Penetrative
Sexual Offences, Using Child for Pornographic Purposes, Storage of Pornographic Material involving
Children, Abetment and Criminal Conspiracy.

The Ld. Trial Court also ordered for award of compensation of Rs. 10 Lakh to each victim by the
Govemment. The Court further ordered to distribute the cash amount seized from the house of the
accused persons among the victims in equal proportion.

The Central Bureau of Investigation {(CBl) registered the case on 31.10.2020 against accused
Rambhawan and other unknown persons on allegations of sexual abuse of children; using children for
pornographic purposes; and creation and dizssemination of Child Sexual Abuse Material owver Internet.

During the investigation of the case, it surfaced that the accused persons had committed varicus nature
of perversity including aggravated penetrative sexual assaults against 33 male children, some of them
as young as three years of age. Investigation also revealed that some of the victims had suffered injuries
on their private parts during penetrative sexual assault. Some of them have remained admitted in the
hospital. Few of the victims developed Squint Eye. Victims are still suffering from psychological trauma
caused by the predators. The predators remained active in the general area of Banda and Chitrakoot
in Uttar Pradesh between Year 2010 to 2020. The accused Rambhawan was working as Junior
Engineer in the Department of Irfgation. The accused used to apply different forms of modus operandi
on children including access to online video-gameas and giving money/gifts to allure them.

CBl conducted a meticulous and thorough investigation in the case. The investigation remained
sensitive towards the minor victims while conducting their examinations and ensured their emotional
well-being through counselling. During the investigation, seamless coordination was ensured with
forensic experts, medical experts dealing with child sexual abuse cases and child protection authorities.
Investigation also ensured handling and preservation of digital evidence.

After conclusion of the inwvestigation, CBI filed chargesheet on 10.02.2021 against the accused
Rambhawan and his wife Durgawati. Charges were framed on 26.05. 2023,

While awarding the severest punishment, the Ld. Court found the criminal acts of accused as "rarest of
rare” on the basis of unparalleled depravity and systemic nature of their crimes, which involved the
orchestrated sexual exploitation and abuse of 33 minor children. The sheer scale of this victimization
across multiple districts, combined with the extreme moral turpitude of the convicis, marks this as a
crime of such an exceptional and heinous nature that it leaves no room for reformation, necessitating
the ultimate judicial deterrent to meet the ends of justice.

The CEl remains steadfast in its commitment to identifying, investigating, and prosecuting cases
involving child sexual abuse and exploitation. The Bureau continues to accord top priority to such
offences and reaffirms its resolve to safequard the rights and dignity of children.
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