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Issues & Chal lenges in Invest igat ion 



Financial Ecosystem of  Cybercrime. 

• Hackers, State Backed & Organised Crime Cartel  
• Financial Specialists (Money Mules, Launderers) 
• Dark Web Marketplaces 
• Intermediary Networks (Exchanges, Washers & Fraud Rings) 



Fake Loan Apps. 



Fake Loan Apps. 



Mult iple Cyber Scams. 



Fake Advert isements : Digital Plat forms 



Cybercrime Income Sources. 
• Ransomware Payments : Cryptocurrency ransoms. 
• Data Theft & Sale : Selling personal/financial data on dark web. 
• Fraud & Phishing: Stolen credit cards, fake invoices. 
• Botnets & DDoS-for-Hire: Offering cyberattacks as a service. 
• Cryptojacking: Illegally mining cryptocurrency. 
• Malware-as-a-Service: Selling hacking tools. 



Cybercrime : Laundering. 

• Cryptocurrency Tumbling & Mixing 
Services 

• Cash-Out via Gift Cards & Prepaid 
Cards 

• Money Mules & Social Engineering 
• Exploiting Online Gambling & Casinos 
• Shell Companies & Fake Businesses 
• Peer-to-Peer Crypto Transfers 



Blockchain Hopping to avoid detect ion. 

• Mixing Services.  
• Privacy Coins. 
• Private Chain Theft. 
• Weak KYC Regimes. 

Axie Infinity Ronin Bridge Hack.  
173mn USD.  
ETH->BNB Chain->WTH->USDD-> BTTC 
 
 
6/9 Private Keys stolen. 
Coins Rotated through Tornado Cash. 



Using ML for evaluat ion of  Scam Content . 
• Il leg al Bet t ing  & Invest m en t  Scam s: 

• W e iden t ify URLs & phone num bers linked  to fraudulen t  w ebsites involved  in  illegal bet t ing  
and  fake investm ent  schem es, p rovid ing  IB w ith  t he data needed to invest igate and  take dow n 
these scam s. 

• Fraudu len t  Goog le Ads: 

• W e t rack fake custom er care num bers and  scam s, such  as w ork-from -hom e job  offers and  
recru itm ent  frauds, t hat  im personate leg it im ate com pan ies, oft en  t rick ing  vict im s in to 
revealing  personal in form at ion  or m aking  paym ents. 

• Teleg ram  and  W hat sApp  Mon it or ing : 

• W e con t inuously gather data about  Teleg ram  channels, W hatsApp g roups, and  p rofiles t hat  
are involved  in  scam s and  fraud  act ivit ies t o help  in  iden t ifying  key actors in  fraudulen t  
netw orks. 

• UPI & Bit coin  W allet  In t ell ig ences 

• W e provide in telligence on  UPI IDs and  BTC w allet s involved  in  financial fraud  or scam  
act ivit ies, assist ing  in  t racking  funds and  shut t ing  dow n fraud  m echan ism s. 



Money Mules in India. 



Tracking IFNs 



Money Mule Accounts. 



Money Mule Operators 



Fake Investment  Scams : Pig Butchering. 



Suspicious UPI IDs f rom Fraudulent  
Groups. 



Tracking of  t hreats FY 24. 
The follow ing  data w as gathered by analyzing  100K+ Teleg ram  m essages, p rovid ing  
deep insigh ts in to coord inated  scam  operat ions: 
• 93,210 fak e Goog le ads ta rg etin g  c u stom er c a re  a n d  job sc a m s. 

• 80 ,839 W hat sApp  phone n u m bers in volved  in  fra u d  a n d  sc a m  a c tivities . 

• 45,548 URLs of  scam  w ebsites, in volvin g  illeg a l bettin g  a n d  fra u d u len t in vestm en t 
sc h em es. 

• 9,751 Teleg ram  channels m en tion ed  in  c h a n n els  prom otin g  sc a m  a c tivities . 

• 595 W hat sApp  URLs (profiles  a n d  g rou ps) c on n ec ted  to fra u d u len t a c tivities . 

• 1,685 scam -relat ed  phone n u m bers id en tified  a c ross p la tform s. 

• 48 UPI IDs a ssoc ia ted  w ith  fra u d u len t tra n sa c tion s. 

• 125 Bit coin  w allet s in volved  in  sc a m  opera tion s. 



Challenges. 

• Technical & Legal Challenges: 
• Anonymity of blockchain transactions. 
• Domestic jurisdiction issues. 
• Advanced money laundering techniques. 
• Concept of Organised Crime 

• Regulatory Efforts: 
• Anti-money laundering (AML) policies. 
• Blockchain analytics & tracing tools. 
• Better Forensics. 
• Collaborative global law enforcement efforts. 

 



Challenges in Forensics: Mobile Forensics. 



Mobile Forensics  

• Several commercial tools are 
available when you need to perform 
forensic acquisition and analysis of 
mobile devices. Some of the most 
popular vendors include the 
following: 

• Belkasoft 
• Cellebrite 
• Magnet Forensics 
• MSAB 
• Oxygen Forensics 



iOS 
Running. 



Android 
Running 



Finding Bugs. 

• Checkm8 is a jailbreak exploit for iOS devices 
that uses a boot ROM vulnerability. This 
security flaw is hardware-based, meaning it can't 
be patched through iOS updates. It grants you 
access to the operating system's core, 
bypassing restrictions and installing software not 
sanctioned by Apple. 

• The Checkm8 exploit is compatible with several 
Apple devices. It affects devices with chipsets 
A5 to A11, including iPhones from the 4S to the 
X, several iPad models, several Apple TV 
iterations, and some iPod touch models. 

Belkasoft Evidence Center X  



Troubles f rom Apple & Android. 

• Apple's USB Restricted Mode (introduced in iOS 11.4.1) is designed to protect user 
privacy, but as a forensic examiner, it creates a major obstacle.  

• After one hour of the phone being locked, USB data transfer is blocked, hindering your 
ability to extract data. 

• Similar limitations from Android as well. 



Suites f rom Apple. 



Cellebrite  

• With Cellebrite Universal Forensics Extraction Device 
(UFED) (https://cellebrite.com), you gain access to a vast 
array of mobile devices. 

•  This tool lets you gather digital evidence from smartphones, 
SIM cards, and SD cards. Throughout the acquisition 
process, the integrity of the data is preserved.  

• There are several methods for data acquisition, such as full 
file system (FFS) and physical extractions, which ensure that 
you have the flexibility and resources needed. 
 



Cloud Forensics 
Applications for Income Tax : Brief Background. 



Master Sheet on 
Cloud based 
offerings. 



Public Cloud Private Cloud 



Hybrid Cloud 



Mining 
through Logs. 



Complex Linkages. 



Current  Threats in 
Cybersecurity. 

• Phishing 
• Ransomware 
• Insider threats 
• Sophisticated fraud 

schemes 
• State Actors 
• Activists  



Defending f rom the APT Groups. 





Based on tracking of the APT 
Groups activities by the Saptang 

Labs Threat Intel Team. 



Current  Act ive Ransomware Groups. 



Most  Dangerous Ransomware Groups. 



Challenges to Invest igat ion. 



Cyberspace 
 
Disruptor-in-chief . 

• Underlying basis for all transformations. 
• A global domain within the information environment 

consisting of the interdependent networks of information 
technology infrastructures and resident data, including the 
Internet, telecommunications networks, computer systems, 
and embedded processors and controllers. 

• Implications : Information Revolution. 
• Global, Anonymous, Rapid & Cheap Communication 

Framework 
• Form Groups, Coordinate, Cleanup at will.  
• Secured Encrypted Communications & Financial Networks. 



Operat ing through Deepweb & Darkweb. 



Challenges to Tradit ional Invest igat ions 

• Anonymous VOIP communications: WhatsApp, Telegram & Signal. 
• Fintech, Crypto Challenge : Banks & Financial Intermediaries have no 

clue. 
• Cloud/Complex ERP Solutions : Tough to discover & no ready-made 

audit solutions.  
• Availability of expertise for extraction of anti-forensic solutions: 

Secret Apps 



Quick Situat ional Analysis. 
• Unable to Observe. 

• Cartels or Groups gone underground. 
• Coordination of the activities is invisible. 
• Impact of the adversarial actions is too quick to notice. 
• Post-mortem data collected is too large to analyze for lessons. 

• Unable to Orient on what limited data we see. 
• Old Systems and conclusions based on limited observations are indecisive and curtail operations – 

limiting exposure and solutions. 
• Institutional Capabilities to counter are not growing fast enough – Operational and financial 

autonomy. 
• Agility is missing - mechanisms for co-opting technological solutions is too slow or non-existent. 
• New Technological advances are being adapted by adversaries with out our knowledge. 



Comprehensive Nature of  Crime. 

Criminal Enterprises.  

Ideological 
Networks 

Social 
Networks 

Information 
Networks 

Logistics 
Networks 

Financial 
Networks 

Arms & 
Criminal 
Networks 

Most of them Cross-Border in Cyberspace 



Challenges in Forensics. 
• Technology to acquire data is fast falling behind. 

• Most of the Platforms (Apple/Android) are closing doors available for forensic analysis. 
• Most of the popular platforms like Cloud etc. require a totally different approach. 

• Frequent Updates to Software 
• Most of the anti-malware and anti-backdoor features of the operating systems are also making 

forensics difficult and fast changing field. 
• These changes also make forensics a very expensive, time consuming and complex job. 

• Unfavorable Legal Consequences 
• Companies like Apple and others are suing forensic operators. 

• Lack of Financial Support for the Forensics 
• Forensic Products and Software Building is a highly qualified job and not well paid. 



Case Study: Bit coin Tracking. 



Bitcoin: Challenges - Dark W eb Markets. 



Darkweb Market  Volumes 
ENTITY INCOMING TXS OUTGOING 

TXS VOLUME Rx  Volume $  VOLUME SENT BALANCE ($)  Balance $  

AGORA MARKET 9,27,433 2,18,801 7,15,297.00 
          

35,76,48,49,969  -715,190.50107668 Ƀ 106.4983113           53,24,916  

BLACK BANK MARKET 54,569 24,678 40,214.14 
            

2,01,07,07,221  -40,210.70776257 Ƀ 3.43666386             1,71,833  

BLUE SKY MARKETPLACE 39,657 20,116 11,841.62 
               

59,20,81,037  -11,838.67577739 Ƀ 2.94496109             1,47,248  

CANNABIS ROAD 8,182 4,033 1,672.78 
                 

8,36,38,998  -1,672.74260709 Ƀ 0.03734735                  1,867  

EVOLUTION MARKET 79,804 4,102 17,344.38 
               

86,72,19,106  -17,326.10993625 Ƀ 18.27218345             9,13,609  

HYDRA MARKET 75,22,150 6,91,254 4,73,121.74 
          

23,65,60,87,090  -472,530.60143079 Ƀ 591.1403707        2,95,57,019  
MIDDLE EARTH 
MARKETPLACE 1,06,675 36,178 1,62,745.85 

            
8,13,72,92,323  -162,745.84315319 Ƀ 0.00330245                     165  

PANDORA OPENMARKET 77,869 30,910 22,879.23 
            

1,14,39,61,730  - 0                       -    

SHEEP MARKETPLACE 66,539 21,462 65,255.79 
            

3,26,27,89,548  -65,236.11638139 Ƀ 19.67457546             9,83,729  

SILK ROAD 7,92,534 1,63,762 58,74,694.75 
       

2,93,73,47,37,324  -5,874,601.98756129 Ƀ 92.75891157           46,37,946  

SILK ROAD 2 5,09,394 1,50,800 2,02,029.08 
          

10,10,14,53,953  -201,850.35427714 Ƀ 178.7247887           89,36,239  



Moving into Crypto : ISIS & Al-Qassam Brigade. 



Bitcoin Tracking: Examples. 

Wallet can be 
on one more 
blockchains. 



Bitcoin 
Explorer. 

Not very friendly for 
analysis and 
investigators. 



Examine one: Money Moved out 
from Wallet to 

others. 



Bitcoin Tracking: Examples. 

Oxt.me 
visualization 
tool.  



Bitcoin Tracking: W annacry. 

Big 
Source 

Big 
Transfer 



Big Source: Analysis 
 
• Rotat ion between two 

more wallets. 
• Accumulat ion and 

t ransfer. 



We discovered 
many more 
trans ac tions  
c onnec ted with 
the group from 
this  one lead. 



Summary of  W annacry. 

ADDRESS 
INCOMING 
TXS 

OUTGOING 
TXS 

VOLUME 
RECEIVED 

 VOLUME 
SENT  BALANCE 

ACTIVE 
TILL 

13JfxwBKfL8VcXgjEuVFKRjh44EvL3Lee4 1 1 0.03848800 Ƀ  -  0.00000000 Ƀ 476632 

115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn 122 2 14.87769994 Ƀ  -14.41067602 Ƀ  0.46702392 Ƀ 656858 

12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw 236 2 19.68879051 Ƀ  -17.77113037 Ƀ  1.91766014 Ƀ 712304 

13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94 141 2 20.07353352 Ƀ  -19.74510304 Ƀ  0.32843048 Ƀ 685156 

15zGqZCTcys6eCjDkE3DypCjXi6QWRV6V1 15 2 1.71956125 Ƀ  -1.54379193 Ƀ  0.17576932 Ƀ 643271 

1QAc9S5EmycqjzzWDc1yiWzr9jJLC8sLiY 12 2 3.25249956 Ƀ  -  0.00000000 Ƀ 476632 



Wannacry : Business Prof it s. 

Campaign Bitcoin Bitcoin-USD USD-INR 

Wannacry Campaign 59.65057278 Ƀ 
         

29,82,529                 21,47,42,062  
Estimated Software Dev 
Cost                      1,50,00,000  
Partner & Affiliate Cost 
(30%)                      6,44,22,619  
Profit for the Operators                    13,53,19,443  
Profit Margin      170% 
Taxes                                       -    



ISIS Sympathisers on BTC 

Total Amounts to Rs.42,00,000/ - 



Blockchain Frauds. 

• They are only cracked at the place of withdrawls. 
• We need a robust legal framework to ensure gaps in KYC 

and other AML-CTF norms are plugged. 



Thanks ! 


