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Financial Ecosystem of Cybercrime.

Hackers, State Backed & Organised Crime Cartel

Financial Specialists (Money Mules, Launderers)

Dark Web Marketplaces

Intermediary Networks (Exchanges, Washers & Fraud Rings)
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Fake Loan Apps.

) » Fake Loan Apps EEEDSEe

= This scam involves fake apps offering significant loans with flexible repayment options. o g =
Lasan ot =

* Users are duped into sharing personal details and paying transactional fees for obtaining loans.

= The loan agents resort to blackmailing and pressuring defaulting users. E - @ @ B

» Several of these apps are distributed through the official Google Play store.

Modus Operandi of Fake Loan App Scams

» These Chinese-originated fake loan apps exploit India's UPI systems.

« They pose as instant loan apps and trick users with promises of large loans and simple repayments.

+ To obtain the loan, victims must provide personal information and pay 5-10% of the loan amount as a fee. -

« Scammers use Chinese payment gateways that are easier to use and face limited regulatory scrutiny.

+ Funds are moved out of India through sophisticated methods that are hard to track.
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Fake Loan Apps.

» The apps misuse KYC details such as Aadhaar and PAN to open fake bank and crypto exchange accounts.

« They gain full access to the device's contacts, gallery, SMS, and location.

» This data is then used for money laundering and phishing scams and sold on the Dark web.

= The data is used to fabricate information, manipulate images, or message close contacts during the blackmail

process to embarrass and pressure users into submitting to predatory terms.
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public final ApiReip-Message- t(] {
Flurryfgent. logEvent (“certificationfontacts™, true);
long currentTimeMillis = Systes.currentTimeMillis();
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public final ApiResp-Message- ulString str)
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public final ApiResp-Messages wi) {
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public final ApiReip-Messiages wi)]
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' Multiple Cyber Scams.

= Several illegal marketplaces and carding sites on the Dark Web were also uncovered during our investigation.

« These sites distribute scam pages and clones to popular e-commerce sites in exchange for cryptocurrency.

» Some hackers even provide tutorial videos and live classes to scammers on how to setup and deploy these sites.

Amazon FUD Scam page 2020
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How to Download Amazon Scam page?

Amazon FUD Scam page 2020
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Fake Advertisements : Digital Platforms
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Cybercrime Income Sources.

Ransomware Payments : Cryptocurrency ransoms.

Data Theft & Sale : Selling personal/financial data on dark web.
Fraud & Phishing: Stolen credit cards, fake invoices.

Botnets & DDoS-for-Hire: Offering cyberattacks as a service.
Cryptojacking: Illegally mining cryptocurrency.
Malware-as-a-Service: Selling hacking tools.



Cybercrime : Laundering.

Cryptocurrency Tumbling & Mixing
Services

Cash-Out via Gift Cards & Prepaid
Cards

Money Mules & Social Engineering
Exploiting Online Gambling & Casinos
Shell Companies & Fake Businesses
Peer-to-Peer Crypto Transfers
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Blockchain Hopping to avoid detection.

Address 1

\C

Address 10

NC

Virtual cumency can be
comverted to other virtual
curfencies by meving from
the blockchain of ang
virtual currency to the
bdockchain of another
virwal currency, cften in
rapid succession. Each
transaction can generate a
new address, making
traceability more difficult

Address 2

|

Address 3 Address 4

|

Address &

v

Address &

Address T Address 8

Address 9

* Mixing Services.

* Privacy Coins.

* Private Chain Theft.
» Weak KYC Regimes.

Axie Infinity Ronin Bridge Hack.
173mn USD.
ETH->BNB Chain->WTH->USDD->BTTC

6/9 Private Keys stolen.
Coins Rotated through Tornado Cash.
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Using ML for evaluation of Scam Content.

* |llegal Betting & Investment Scams:

e Weidentify URLs & phone numberslinked to fraudulent websitesinvolved in illegal betting
and fake investment schemes, providing IB with the data needed to investigate and take down
these scam s.

* Fraudulent Google Ads:

e Wetrack fake customer care numbersand scams, such aswork-from-home job offersand
recruitment frauds, that impersonate legitim ate com panies, often tricking victimsinto
revealing personal information or making paym ents.

* Telegram and WhatsApp Monitoring:

e Wecontinuously gather data about Telegram channels, WhatsApp groups,and profilesthat
are involved in scam s and fraud activitiesto help in identifying key actorsin fraudulent
networks.

* UPI & Bitcoin Wallet Intelligences

* We provide intelligence on UPIIDsand BTC wallets involved in financial fraud or scam
activities, assisting in tracking funds and shutting down fraud mechanisms.
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Money Mules in India.

« Scammers launder money using mules with accounts in smaller banks with limited investigative resources.

» Mules receive a 1-2% transaction fee for their services in the laundering scheme.

« Over 20 Telegram channels have been identified for recruiting mules, some sending hundreds of messages daily.

« Scammers promise high commissions and require accounts in banks like PNB, Yes Bank, and Indusind Bank.

» Mules must have a verified KYC details, sometimes requiring corporate accounts or high-limit bank accounts.

-
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Mazsage : &
d CORPORATE DANK ACCOUNT ROCAARLD @ "0F2F DAL RO OTP WORKE =& Daily
Covrwrsunion Between 1-7% §5 i ACCOUNTS LIST WITH BANK R READY i @ Yex MEME
BULK Mode @ boo: ok MOy i INDUSIND imagr @S0E0C MR @FENE LIS AL MOR T+0 MR
WUieenn corporate MOR @Federad corpanate MOR R corporats LAOR o ADVENCE OMLY FOR

Indian Bank Accounts W

Mernage | &
Arrpone have thess below cospoiate bank scocuncs > =8 8 6 8 5 5 4 S oc RBL COFERATE
ACCOUMT [OTP WORK) IDFC CME (0TP WORK koo cofpcente 5 ér with mgrocde 5= Prad

codporebe 5 ¢d with mgicods iR ————————— e e Mo » woslumse will
b used 2 - B0 percent cally Ll Bocourt od freeze 3 EF ¥ou can chooes numbar updats

Indian Bank Accounts o
! (DELETED)

BArrEaps © <5
Soam fands and Gamng funda avalable T 050w funds 4x 6 & -T2000/ -gat BE000 130007
et 2000/ FUOC et 1 AD00L TS0yt £ 20000/ 5 T Garming fund & & T3 #2000/ gol:
FAD00 - 3000 Gart-FEHL - AN -got-FBO00, - RS0L-gel -F100007. 4 Paymant Feet krna
pdega B e e ulr upd and bank tiaraied & Wt 10-55 mint D me leel Proed avallable

Indian Bank Accounts W

[LISTrTN o

1 noesd st Looking for § wedt welle; cominct me,  Cont com o scammes, don't comas 1o ihoss
ke for a job, pest nedd o arter Funds come from third pafty enclesn funds ond ere
waredenned ookl thwough upd of wogs. The inteied ! iaie is much highes than that of the p2p marke
and it s not traced throogh p2p. &

~,




:'I!.‘I: Pinaca

Tracking IFNs
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G P (::\] amazon pa DEPOSIT IMPS
G Pay LS pay

Pay

Please make 2 transler 10 the followeng socount befone requesting & depoil. Aler
sending the payment, insert mandatory fiekds like Transaction (D) Ref, Mo/ UTR/ NAME

R | i the specified field
\
PP Promi
Accourt Holder Name PRASHWANATH TRADERS
IMFE; EPAYJAPP EH;M’ Actourd Number CEAI0E00G0Y 291
| | " IFEC: code BARBOUSMANF
\ »,

& S,
{ (4 AMOTHER REQU

LIKNTS 100 « 10000

< e Pairtel  Ldobikwik

ANOUNT Lo

Chal with s, we're onlined

THANEACTION IDVUTR




:'I!.‘I: Finaca

Money Mule Accounts.

DEPOSIT IMPS DEPOSIT IMPS
Please make a transfer to the following account before requesting a deposit. After Please make a transfer to the following account before requesting a deposit. After
sending the payment, insert mandatory fields like Transaction ID/ Ref. No/ UTR/ NAME sending the payment, insert mandatory fields like Transaction ID/ Ref. No/ UTR/ NAME
in the specified field. in the specified field.
Account Holder Name ALEX BABU Account Holder Name muthulakshmi
Account Number 1185155000274802 Account Number 60500483404
IFSC code KVBLO0OO1185 IFSC code mahb0002187

( C ANOTHER REQUISITES ) ( C ANOTHER REQUISITES )
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Money Mule Operators
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Fake Investment Scams : Pig Butchering.

« Victims are enticed by high-return promises via fake websites and companies using apps and online payment
gateways.

« Personal and banking details are collected through apps for anline payments, with fraudulent returns
promised.

« Research monitoring 218 Telegram channels shows a surge in investment scams.
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Suspicious UPI IDs from Fraudulent

Groups
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Tracking of threats FY 24.

The following datawas gathered by analyzing 100K+ Telegram m essages, providing
deep insightsinto coordinated scam operations:

93,210 fake Google ads targeting customer care and job scams.
80,839 WhatsApp phone numbers involved in fraud and scam activities.

45,548 URLs of scam websites, involving illegal betting and fraudulentinvestment
schemes.

9,751Telegram channels mentioned in channels promoting scam activities.
595 WhatsApp URLs (profiles and groups) connected to fraudulent activities.
1,685 scam -related phone numbers identified across platforms.

48 UPI IDs associated with fraudulent transactions.

125 Bitcoin wallets involved in scam operations.



Challenges.

Technical & Legal Challenges:
Anonymity of blockchain transactions.
Domestic jurisdiction issues.
Advanced money laundering techniques.
Concept of Organised Crime

Regulatory Efforts:
Anti-money laundering (AML) policies.
Blockchain analytics & tracing tools.
Better Forensics.

Collaborative global law enforcement efforts.

Pinaca



Challenges in Forensics: Mobile Forensics.



Mobile Forensics

Several commercial tools are
available when you need to perform
forensic acquisition and analysis of
mobile devices. Some of the most
popular vendors include the

following:
- Belkasoft
« Cellebrite
- Magnet Forensics
- MSAB

- Oxygen Forensics

I\ Pinaca

Ca!l Logs
Media
App Data
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Finding Bugs.

Checkm8 is a jailbreak exploit for iOS devices
that uses a boot ROM vulnerability. This
security flaw is hardware-based, meaning it can't
be patched through iOS updates. It grants you
access to the operating system's core,
bypassing restrictions and installing software not
sanctioned by Apple.

The Checkma8 exploit is compatible with several
Apple devices. It affects devices with chipsets
A5 to All, including iPhones from the 4S to the
X, several iPad models, several Apple TV
iterations, and some iPod touch models.

Belkasoft Evidence Center X

A*l Finaca

0

iPhone 55 — iPhone X iPads from 2013 to 2018

H0S versions: 12- 16 releases

Time Delivery: INSTANT 105 versions: 12-181

Supportedon:Mac & Windows  Time Dalivery: INSTANT
Supported o Mac & Windows

iPhone XR/XS/XSMax — [Padsfrom 2019 to 2024
iPhone 15 Pro Max releases

i05 versions: 174 - 18.01 IS versions: 17.4 -18.01

Tima Dalvery: 12 -72h Tima Delivery: 12-72h
Supported on: Mac & Windows PC - Supported on: Mac & Windows

%

y
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Troubles from Apple & Android.

» Apple's USB Restricted Mode (introduced in iOS 11.4.1) is designed to protect user
privacy, but as a forensic examiner, it creates a major obstacle.

« After one hour of the phone being locked, USB data transfer is blocked, hindering your
ability to extract data.

« Similar limitations from Android as well.
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Suites from Apple.

Apple Is Suing the Company Cofounded
by the Hacker Who Helped FBI Unlock
the San Bernardino Shooter’s iPhone

BY BAAMIT HUILGOL

Apple has settled its copyright lawsuit against Corellium, a company
that sells virtual iPhone environments for security testing. Apple and
Corellium agreed to a last-minute settlement yesterday. just days before
a trial scheduled for August 16th. The terms of the settlement are T A T T T
confidential, but Corellium confirmed to The Washington Post that it 'ang to divulge information about hacking techniques that

would continue to offer virtual iOS systems. Iec] governments and agencles Mo te EE.

Apple subpoenaed Azimuth, Corellium’s first customer, according to court
documents. Apple wanted client lists from Azimuth, which is now owned by L3
Harris, a major U.S. government contractor, that might show malign entities. L3 and
Azimuth said they were "highly-sensitive and a matter of national security,”
according to court documents.
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Cellebrite

With Cellebrite Universal Forensics Extraction Device
(UFED) (https://cellebrite.com), you gain access to a vast
array of mobile devices.

This tool lets you gather digital evidence from smartphones,
SIM cards, and SD cards. Throughout the acquisition
process, the integrity of the data is preserved.

There are several methods for data acquisition, such as full
file system (FFS) and physical extractions, which ensure that
you have the flexibility and resources needed.




Coud Forensics

Applications for Income Tax : Brief Background.

. Pinaca



Master Sheet on
Cloud based
offerings.
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Public Cloud Private Cloud
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#ERP Systems, #Virtual computing,

#BusinessOps, #Data Analytics
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Complex Linkages.
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Current Threats In
Cybersecurity.

e Phishing

« Ransomware

* Insider threats

o Sophisticated fraud

schemes

e State Actors
e Activists
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Defending from the APT Groups.

Top Threat Types Past Year «
DDoS Attack

- 6744
Ransomware Attack

e ] 5441
Data Leak

=] 3372
Website Defacement

o 529

Cyber Attack
[=1 268



Top Affected Countries
(Jul 10 - Jul O9)

e 3
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2.6K 345 267

United States United Kingdom Canada

212

Germany

[AII ~ ] [Pagt Year ~ ]

168

France

:'I!.‘I: Finaca



o,
RN

A\ Pinaca M‘*\\I‘\\
L

Top Affected industries [ past vaar UW
(Jul 10 - Jul ©9) SRR )

Based on tracking of the APT
Groups activities by the Saptang
Labs Threat Intel Team.

Manufacturing

561

X
Educatiqn

>
=
o
o
c
i
3]
@
l—
=
Qo
2
®
E
o
g
=

Healthcare
Legal Services 219
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Current Active Ransomware Groups.

= Filters tL  Sort By Laben Atbeck Totel 101 et 3
Groups  Victims . R

v 9 o

Inc_ransom cal Viciima, 187 Mont . e 31 Akira - LI

saltheans = Uanted S1ates of Amenca Legal Serviced = Lnined Stated of America Manidactunng = ened STaes of Arnedica

Cactus Total ictims, 333 Ransomhub ratat vietims 106 Dragonforce gl wictiorn. 38

Marmifacte ted Slates of A rifcarmation } el tes af Ame Conatruche W Ureed S2ates of America

m _ Fattmetal 5o

Medusablog ol Victims, 272 Rhysida stal Victimg 110 stormous stal Victims 94

raalthcane ™ United Siates of Amenca Education nited States of America ucation vened STates of Amedica




Most Dangerous Ransomware Groups.

= Filters T4 Sort By Tolslvicssd
Groups  Viclims

Lockbit3 S Lt Alphy el v 41 Blackbasta - 114

Clop S Play , Bbase R

L+

Bianlian S Cactus I —— Medusablog R

a

ARirD o s T Clep_torrents —) Hive i 13

-, AT - ped L1 f dmaeric s B - el Srated ol Amen ) e g e - 1] States oF
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Challengesto Investigation.



Cyberspace

Disruptor-in-chief.

Pinaca

Underlying basis for all transformations.

A global domain within the information environment
consisting of the interdependent networks of information
technology infrastructures and resident data, including the
Internet, telecommunications networks, computer systems,
and embedded processors and controllers.

Implications : Information Revolution.

* Global, Anonymous, Rapid & Cheap Communication
Framework

e  Form Groups, Coordinate, Cleanup at will.
e Secured Encrypted Communications & Financial Networks.



Operating through Deepweb & DarkwelS.

SURFACE WEB

DARK WEB

Accessibility

Freely accessible

F:egulres login credentials
an

Requires a special browser

awebsite’s exact URL | and a website's exact URL
Browser- Can be visited using Can be visited using any Can only be visited
friendliness any browser browser using a special browser
Search engine-| Can be found on a Can't usually be found on | Can't be found on
friendliness search engine (for search engines search englnes at all
example, Google,
Yahoo, Bing, and others)
Examples Gaoogle, Facebook, Confidential databases and | Black markets,
amazon, VPNOverview E;Tplﬂﬁﬁgguerfiﬁgrsities, Tor-exclusive
organizations email services

http:ﬁégZupI4pq6kufc4n1;.$i;:>_r1/

the hostname is randomly
generated from the Tor software
to create a hidden service

.onion is a domain
suffix reachable only
via the Tor network

. Pinaca

Surface Web

[isibie web- can be discoversd by search engine) — YouTube
Google Twilter
Wikipedia——— M Lpace

Emall Accounts

Deep Web

— Statistics

Libraries —
Forums
Database 4’ _____ Online Banking

Accounts

Research Results Climate Recards

Secured Access

Dark Web

— Government Resources

Freedom for Activists
and Journalists

llegal Data &
Activities

——— Military Activities
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Challenges to Traditional Investigations

Anonymous VOIP communications: WhatsApp, Telegram & Signal.

Fintech, Crypto Challenge : Banks & Financial Intermediaries have no
clue.

Cloud/Complex ERP Solutions : Tough to discover & no ready-made
audit solutions.

Availability of expertise for extraction of anti-forensic solutions:
Secret Apps
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Quick Situational Analysis.

e Unable to Observe.

Cartels or Groups gone underground.

Coordination of the activities is invisible.

Impact of the adversarial actions is too quick to notice.
Post-mortem data collected is too large to analyze for lessons.

e Unable to Orient on what limited data we see.

Old Systems and conclusions based on limited observations are indecisive and curtail operations —
limiting exposure and solutions.

Institutional Capabilities to counter are not growing fast enough — Operational and financial
autonomy.

Agility is missing - mechanisms for co-opting technological solutions is too slow or non-existent.
New Technological advances are being adapted by adversaries with out our knowledge.



" t‘:i‘:s
"»

15. Finaca

Comprehensive Nature of Grime.

Criminal Enterprises.

Arms &
Criminal
NEWEIE

Most of them Cross-Border in Cyberspace

Ideological Social Information Logistics Financial

Networks Networks Networks Networks Networks

Y
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Challenges in Forensics.

Technology to acquire data is fast falling behind.
* Most of the Platforms (Apple/Android) are closing doors available for forensic analysis.
* Most of the popular platforms like Cloud etc. require a totally different approach.

Frequent Updates to Software

* Most of the anti-malware and anti-backdoor features of the operating systems are also making
forensics difficult and fast changing field.

* These changes also make forensics a very expensive, time consuming and complex job.

Unfavorable Legal Consequences
 Companies like Apple and others are suing forensic operators.

Lack of Financial Support for the Forensics
* Forensic Products and Software Building is a highly qualified job and not well paid.



Case Study: Bitcoin Tracking.
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Bitcoin: Challenges - Dark Web Markets
L] ]
Layering
Multiple transactions convert the payments Virtual Asset
’ o :IIIHITiIn?(:ﬁ :ltrrill;a;;.;s;el into another to remove Service Provider
Hackers’ receiving ' Hackers send the ‘cleaned’
wallet biteoins to a service provider or
Each ransom payment goes info a bank that converts the virtual
publicly identified bitcoin wallet. assels into fiat money.
Ransom payments Conversion into
?'f"i]h_ﬁs.pa;" mhmf?hi'a el Authorities stopped regulated currency
Wit S the ‘Wannacry hackers Hackers receive the bitcoins in the
Gompuber & resume Wieir aciivil. before ihey could convert currency of their choice, ready to
the ransom payments. invest in a bank.
Virus
Compulers are and spend.
infected with a virus,
disabling businesses,
even hospitals, until a
ransom is paid.
The “Wannacry” attack paralised its Had the hackers been successful,
vigtims’ source of income, heallh care they would have received a fraction of
and other vital services, resulting ina the amount of damage they caused:
tolal damage of USEBabitliain USO 100 millisa
B, .



Darkweb Market Volumes

AGORA MARKET

BLACK BANK MARKET

BLUE SKY MARKETPLACE

CANNABIS ROAD

EVOLUTION MARKET

HYDRA MARKET

MIDDLE EARTH

MARKETPLACE

PANDORA OPENMARKET

SHEEP MARKETPLACE

SILK ROAD

SILK ROAD 2

9,27,433

54,569

39,657

8,182

79,804

75,22,150

1,06,675

77,869

66,539

7,92,534

5,09,394

2,18,801

24,678

20,116

4,033

4,102

6,91,254

36,178

30,910

21,462

1,63,762

1,50,800

7,15,297.00

40,214.14

11,841.62

1,672.78

17,344.38

4,73,121.74

1,62,745.85

22,879.23

65,255.79

58,74,694.75

2,02,029.08

35,76,48,49,969

2,01,07,07,221

59,20,81,037

8,36,38,998

86,72,19,106

23,65,60,87,090

8,13,72,92,323

1,14,39,61,730

3,26,27,89,548

2,93,73,47,37,324

10,10,14,53,953

-715,190.50107668 B

-40,210.70776257 B

-11,838.67577739 B

-1,672.74260709 B

-17,326.10993625 B

-472,530.60143079 B

-162,745.84315319 B

-65,236.11638139 B

-5,874,601.98756129 B

-201,850.35427714 B

106.4983113

3.43666386

2.94496109

0.03734735

18.27218345

591.1403707

0.00330245

19.67457546

92.75891157

178.7247887

I\ Pinaca

53,24,916
1,71,833
1,47,248

1,867
9,13,609
2,95,57,019

165

9,83,729
46,37,946

89,36,239
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WEAPONS, FINANCIAL AID AND OTHER
PROJECTS ASSISTING THE JIHAD

SUPPORTING THE MUJAHIDIN IN 5YRIA WITH /\
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Moving into Qypto : ISIS & Al-Qassam Brigade.
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Bitcoin Tracking: Examples.

There are 2 blockchains with result(s) to your search
115p7UMMnNgoj1pMvkpHijcRdfJNXj6LrLn : Wallet can be
on one more
BTG Address blockchains.

BCH Address



Bitcoin
Explorer.

Not very friendly for
analysis and
investigators.

/% Pinaca

O 8 ht wvw. blockehain.com/bt L ik X oy

Wallet e[ Explorer

Explorer > Bitcoin Explorer = * Address usp -

Address

This address has transacted 124 times on the Bitcoln blockehain, It has recelved a total of 1487769904 BTC ($752,341.04
(£728,724.40). The current value of this address is 0.46702302 BTC ($23,616.64)

Address M5p7UMMngojpMvkpHijcl
B
E " E Format BASESS (PZPKH)
-
Transactions 124
Total Recaived 14, 87760004 BTC
Total Sent 14. 41067602 BTC

Final Balance 0.48702392 BTC
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Examine one:

e 0.00113880 BTC 285.27762207 BTC
(129,409 sat/B - 32,352 sat/WU - 880 bytes)

Hash 14449446275da00f11825d14733fcc 2817 2641822 3050675 21921d... W 2020-11-14 12:38
TMZOpWDh7xspmtYHgVmGgrewWPBF 5 PCID 285.27876087 BTC ':;:‘» 3AzJBwbhhDefCvWGUTAUWFSQZEENMNYATgSC 37291955 BTC &
17h5823UE8esSwimJadviEgVWEvildIX1g 0OZTETSE BT
1drkdHriE3L3dvEvTovod ShGALmMZeLTX 0.08432592 BTC ¢
14rkdHrIEIL34vEvTevo ShGILmMZeLTX 0.09409489 BTC

AabbeCpunNKICegqlEtMINE BN jAgdFMK 0.03680000 BTC &
38WhkvtJUeMioghb TS JKHWYGTBYVTARLG 011925214 BTC &
J9TYSJLoCAKCDyavynjzXGTVS TegmhIAXW 017301260 BT

AKVvsQNKaTVTE 7gGuWpV ZIVEPYISKNSOvE 2. 408371682 BTC §
I2WBQINgCeK3ZnERTMEQAQQPTATIBBITIZY 154285425 BTC
3amwvTmjzullyRarogoBGepEDSNNobb]IVT 0.00259666 BTC &

Load more outputs... (12 remaining)

This transaction was fi
network. At the time of T
about how transactions work,

broadcast to the Bitcoin network on November 14, 2020 at 12:38 PM GMT+5: 300y he transaction currently haf 56,273 confirmations o

the
ansaction, 28527762207 BTC was sent with a value of 4,588 802.64. T urrent value of this transactidg is now $14,438,208.55

Learmn more

-,

.



Bitcoin Tracking: Examples.

Oxt.me
visualization
tool.




Bitcoin Tracking: Wannacry.

Big
Transfer

Big
Source
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Big Source: Analysis

* Rotation between two
more wallets.

 Accumulation and
transfer.



We discovered
many more
transactions

connected with
the group from
this one lead.
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Summary of Wannacry.
N .,
ADDRESS TXS TXS RECEIVED SENT BALANCE [TILL

13JfxwBKfL8VCcXgjEUVFKRjh44EvL3Lee4 1 0.03848800 B 0.000000008 476632
115p7UMMnNgoj1pMvkpHijcRAfIJNXj6LrLn 122 14.87769994B  -14.41067602B 0.46702392B 656858
12t9YDPgwueZ9NyMgw519p7AA8isjr6 SMw 236 19.688790518  -17.77113037B 1.917660148 712304
13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94 141 20.07353352B  -19.74510304B 0.32843048B 685156
152GgZCTcys6eCjDKE3DypCjXi6QWRV6V1 15 1.71956125 B -1.54379193B  0.17576932B 643271
1QAC9S5EmycqjzzWDc1lyiWzr9jJLC8sLiY 12 3.25249956 B 0.00000000B 476632
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Wannacry : Business Profits.

Bitcoin-USD USD-INR

Wannacry Campaign 99.65057278 B 29,82,529 21,47,42,062
Estimated Software Dev

Cost 1,50,00,000
Partner & Affiliate Cost

(30%) 6,44,22,619
Profit for the Operators 13,53,19,443
Profit Margin 170%

Taxes
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SIS Sympathisers on BTC

FEBRUARY 1, 2019
MAY 27, 2021

88.7324%

Total Amountsto Rs.42,00,000/-
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Blockchain Frauds.

They are only cracked at the place of withdrawls.

We need a robust legal framework to ensure gaps in KYC
and other AML-CTF norms are plugged.



Thanks!



